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■■ Official Arduino Ethernet SD shield (www.exploringarduino.com/parts/
arduino-ethernet-shield) : The Arduino Ethernet shield allows your 
Arduino to connect to a wired network. It implements an SD card interface, 
as well, although its primary purpose is to allow for the storage of files 
to be accessed over the network. Both the Ethernet controller and the SD 
card are SPI devices on this shield; the Ethernet controller CS is connected 
to pin 10, and the SD card CS is connected to pin 4 (see Figure 13-9).

Figure 13-9: Arduino Ethernet SD shield

■■ Official Arduino Wi-Fi SD shield (www.exploringarduino.com/parts/
arduino-wifi-shield) : This shield also implements network connectivity, 
but it takes advantage of a Wi-Fi radio to do so. For the same reasons as 
the Ethernet shield, it also houses an SD card reader/writer. As with the 
Ethernet shield, the Wi-Fi controller CS is pin 10, and the SD card CS is 
pin 4. You must take care to not attempt to simultaneously enable both 
devices; only one CS line can be active at a time (low logic level), as with 
all SPI configurations (see Figure 13-10).
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Figure 13-10: Arduino Wi-Fi SD shield

■■ adafruit data logging shield (www.exploringarduino.com/parts/
adafruit-data-logging-shield): This shield is particularly well suited 
to the experiments that you will be doing later in this chapter because it 
includes both a real-time clock (RTC) chip and an SD card interface. This 
shield connects the SD card to the default pin CS and connects a real-time 
clock chip to the I2C bus (see Figure 13-11).

Figure 13-11: adafruit data logging shield
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■■ SparkFun MicroSD shield (www.exploringarduino.com/parts/spark-
fun-microSD-shield): This shield is, like the Cooking Hacks shield, is a 
minimalist shield that only has an SD card slot. However, it also has a 
prototyping area to allow you to solder on additional components. It con-
nects the SD card’s CS pin to pin 8 on the Arduino, so you must specify 
this when using the SD card library with this shield (see Figure 13-12).

Figure 13-12: SparkFun MicroSD shield

SD Card SPI Interface
As mentioned earlier, your Arduino communicates with the SD card over an 
SPI interface. This necessitates the use of a MOSI (master output, slave input), 
MISO (master input, slave output), SCLK (serial clock), and CS (chip select) pin. 
You use the SD card Arduino library to complete the following examples. It 
assumes that you are using the hardware SPI pins on your Arduino and either 
a default or custom CS pin. The SD card library must have the default CS pin 
set as an output to function correctly, even if you are using a different CS pin. 
In the case of the Uno, this is pin 10; in the case of the Mega, this is pin 53. The 
following examples use the Uno with the default CS pin 10.
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Writing to an SD Card
First, you use the SD card library to write some sample data to your SD card. 
Later in the chapter, you capture some sensor data and write that directly to the 
SD card. The data is stored in a file called log.csv that you can later open up on 
your computer. Importantly, if you formatted your card FAT16, the filenames 
you use must be in 8.3 format. This means that the extension must be three 
characters, and the filename must be eight characters or fewer.

Ensure that your SD shield is mounted correctly to your Arduino and that 
you have an SD card inserted. When mounted, the Cooking Hacks SD shield 
looks like Figure 13-13. (The pins are inserted into pins 8–13, and the jumper is 
on the right side when viewed from this angle.)

Figure 13-13: Mounted SD card shield

For the sake of debugging, you will take advantage of the reporting functional-
ity of many of the SD card functions. For example, to initialize communication 
with an SD card, you call the following function in your setup:

if (!SD.begin(CS_pin))

{

 Serial.println("Card Failure");
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 return;

}

Serial.println("Card Ready");

Note that instead of just calling SD.begin(CS_pin), it is executed within an 
if statement. This tries to initialize the SD card and it returns a status. If it 
returns true, the program moves on, and a success message is printed to the 
serial terminal. If it returns false, a failure message is reported, and the return 
command halts further execution of the program.

You use a similar approach when you are ready to write a new line of data to 
a log file. If you want to write “hello” to a new line in the file, the code would 
look like this:

File dataFile = SD.open("log.csv", FILE_WRITE);

if (dataFile)

{

  dataFile.println("hello");

  dataFile.close(); //Data isn't written until we close the connection!

}

else

{

  Serial.println("Couldn't open log file");

}

This first line creates a new file (or opens the file if it exists) called log.csv 
on the SD card. If the file is opened/created successfully, the dataFile variable 
will be true, and the write process will be initiated. If it is false, an error is 
reported to the serial monitor. Writing new lines to a file is easy: Just execute 
dataFile.println() and pass what you want to write to a new line. You can 
also use print() to prevent appending a newline character to the end. This is 
sent to a buffer, and only actually added to the file once the close command is 
called on the same File.

Now, you can bring all this knowledge together into a simple program that will 
create a log.csv file on your SD card and write a comma-separated timestamp 
and phrase every 5 seconds. On each line of the CSV file, you record the current 
time from millis() and a simple phrase. This might not seem very useful, but 
it is an important step to test before you start adding actual measurements in 
the coming examples. The code should look something like Listing 13-1.

Listing 13-1:  SD Card Write Test—write_to_sd.ino

//Write to SD card

#include <SD.h>
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//Set by default for the SD card library

//MOSI = pin 11

//MISO = pin 12

//SCLK = pin 13

//We always need to set the CS Pin

const int CS_PIN = 10;

//We set this high to provide power

const int POW_PIN =8;

void setup()

{

  Serial.begin(9600);

  Serial.println("Initializing Card");

  //CS pin is an output

  pinMode(CS_PIN, OUTPUT);

 

  //Card will draw power from pin 8, so set it high

  pinMode(POW_PIN, OUTPUT); 

  digitalWrite(POW_PIN, HIGH);

 

  if (!SD.begin(CS_PIN))

  {

    Serial.println("Card Failure");

    return;

  }

  Serial.println("Card Ready"); 

}

void loop()

{

  long timeStamp = millis();

  String dataString = "Hello There!";

 

  //Open a file and write to it. 

  File dataFile = SD.open("log.csv", FILE_WRITE);

  if (dataFile)

  {

    dataFile.print(timeStamp);

    dataFile.print(",");

    dataFile.println(dataString);

    dataFile.close(); //Data isn't actually written until we 

                     //close the connection!

  

    //Print same thing to the screen for debugging

    Serial.print(timeStamp);

    Serial.print(",");

    Serial.println(dataString);

  }

  else
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  {

    Serial.println("Couldn't open log file");

  }

  delay(5000);

}

You want to note a few important things here, especially if you are not using 
the same Cooking Hacks MicroSD card shield:

■■ CS_PIN should be set to whatever pin you have your SD card CS hooked 
up to. If it is not 10, you must also add pinMode(10, OUTPUT) within 
setup(); otherwise, the SD library will not work. 

■■ This particular shield draws power from pin 8 (as opposed to being con-
nected directly to a 5V supply). Therefore, POW_PIN must be set as an 
output and set HIGH in the setup function to power up the SD card shield. 

■■ Each time through the loop, the timestamp variable is updated with the 
current time elapsed in milliseconds. It must be of type long because it 
will generate a number larger than 16 bits (the standard size of an Arduino 
integer type). 

As you saw earlier, the filename is opened for writing and data is appended 
in a comma-separated format. The same data is also printed out to the serial 
terminal for debugging purposes. This is not explicitly necessary, and you will 
not use it once you have the logger “in the field” taking data. However, it is use-
ful for confirming that everything is working. If you open the serial terminal, 
you should see something like Figure 13-14.

Figure 13-14: SD Card debugging output
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If you receive errors, make sure that your shield is plugged in, that the SD 
card is inserted fully, and that the card has been properly formatted. You can 
confirm that the data is being written correctly by removing the SD card, insert-
ing it into your computer, and opening it up with a spreadsheet program (see 
Figure 13-15). Note how the comma-separated data is automatically placed into 
rows and columns based on the location of the delimiting commas and newlines.

Figure 13-15: Logged data in a spreadsheet

Reading from an SD Card
Now it’s time to learn about reading from SD cards. This is not used quite as 
commonly for data logging, but it can prove useful for setting program param-
eters. For instance, you could specify how frequently you want data to be logged. 
That’s what you do next.
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Insert the SD card into your computer and create a new TXT file called speed 
.txt on the SD card. In this file, simply enter the refresh time in milliseconds that 
you want to use. In Figure 13-16, you can see that I set it to 1000ms, or 1 second.

Figure 13-16: Creating the speed command file

After choosing a desired refresh speed, save the file on the SD card and put 
it back in your Arduino shield. You now modify your program to read this file, 
extract the desired field, and use it to set the refresh speed for data logging.

To open a file for reading, you use the same SD.open command that you used 
earlier, but you do not have to specify the FILE_WRITE parameter. Because the 
File class that you are using inherits from the stream class (just like the Serial 
class), you can use many of the same useful commands, such as parseInt(), 
that you’ve used in previous chapters. To open and read the update speed from 
the file, all you have to do is this:

File commandFile = SD.open("speed.txt");

if (commandFile)

{

  Serial.println("Reading Command File");
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  while(commandFile.available())

  {

    refresh_rate = commandFile.parseInt();

  }

  Serial.print("Refresh Rate = ");

  Serial.print(refresh_rate);

  Serial.println("ms");

}

else

{

  Serial.println("Could not read command file.");

  return;

} 

This opens the file for reading and parses out any integers read. Because 
you defined only one variable, it grabs that one and saves it to the refresh rate 
variable, which would need to be defined earlier in the program. You can have 
only one file open at a time, and it’s good practice to close a file when you’re 
finished reading from, or writing to a card.

You can now integrate this into your writing program from earlier to adjust 
the recording speed based on your speed.txt file, as shown in Listing 13-2.

Listing 13-2:  SD Reading and Writing—sd_read_write.ino

//SD read and write

#include <SD.h>

//Set by default for the SD card library

//MOSI = pin 11

//MISO = pin 12

//SCLK = pin 13

//We always need to set the CS pin

const int CS_PIN  =10;

const int POW_PIN =8;

//Default rate of 5 seconds

int refresh_rate = 5000;

void setup()

{

  Serial.begin(9600);

  Serial.println("Initializing Card");

  //CS pin is an output

  pinMode(CS_PIN, OUTPUT);

 

  //Card will draw power from pin 8, so set it high

  pinMode(POW_PIN, OUTPUT); 
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  digitalWrite(POW_PIN, HIGH);

 

  if (!SD.begin(CS_PIN))

  {

    Serial.println("Card Failure");

    return;

  }

  Serial.println("Card Ready");

 

  //Read the configuration information (speed.txt)

  File commandFile = SD.open("speed.txt");

  if (commandFile)

  {

     Serial.println("Reading Command File");

  

     while(commandFile.available())

     {

       refresh_rate = commandFile.parseInt();

     }

     Serial.print("Refresh Rate = ");

     Serial.print(refresh_rate);

     Serial.println("ms");

     commandFile.close(); //Close the file when finished

  }  

  else

  {

    Serial.println("Could not read command file.");

    return;

  } 

}

void loop()

{

  long timeStamp = millis();

  String dataString = "Hello There!";

 

  //Open a file and write to it.

  File dataFile = SD.open("log.csv", FILE_WRITE);

  if (dataFile)

  {

    dataFile.print(timeStamp);

    dataFile.print(",");

    dataFile.println(dataString);

    dataFile.close(); //Data isn't actually written until we 

                      //close the connection!

  

    //Print same thing to the screen for debugging

    Serial.print(timeStamp);

    Serial.print(",");

    Serial.println(dataString);
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  }

  else

  {

    Serial.println("Couldn't open log file");

  }

  delay(refresh_rate);

} 

When you now run this program, data should be written at the rate you 
specify. Looking at the serial terminal confirms this (see Figure 13-17).

Figure 13-17: Data logging at rate specified by the command file

Using a Real-Time Clock

Nearly every data logging application will benefit from the use of a real-time 
clock. Using a real-time clock within your system allows you to timestamp 
measurements so that you can more easily keep track of when certain events 
occurred. In the previous section, you simply used the millis() function to 
keep track of the time elapsed since the Arduino turned on. In this section, you 
use a dedicated real-time clock integrated circuit to keep accurate time so that 
when you save data to the SD card it corresponds to the time the data was taken.
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Understanding Real-Time Clocks
Real-time clocks do exactly what their name implies. You set the time once, and 
they keep very accurate time, even accounting for leap years and things of that 
nature. This example uses the popular DS1307 real-time clock integrated circuit.

Using the DS1307 Real-Time Clock

The real-time clock communicates with your Arduino over an I2C connection 
and connects to a coin cell battery that will allow it to keep time for several 
years. A crystal oscillator connected to the real-time clock enables precision 
timekeeping. To make things easier, I suggest using the adafruit DS1307 break-
out board (www.exploringarduino.com/parts/adafruit-DS1307-breakout); it 
combines the IC, the oscillator, a coin cell battery, a decoupling capacitor, and 
the I2C pull-up resistors into a nice package that can easily be mounted on your 
Arduino (see Figure 13-18).

Figure 13-18: Real-time clock breakout mounted on an Arduino

The rest of these instructions assume that you are using this breakout board. 
However, you can just as easily assemble these components on a breadboard 
and wire them directly to your Arduino. The crystal is a 32.768kHz unit, and 
the I2C pull-up resistors are 2.2kilohms. The battery is a standard 3.0V coin cell. 
If you choose to assemble it yourself, you can buy all these components and put 
them on a breadboard as shown in Figure 13-19.



	 Chapter 13 ■ Data Logging with SD Cards	 299

Figure 13-19: Real-time clock circuit assembled on breadboard

Using the RTC Arduino Third-Party Library

As in the preceding chapter, you again use a third-party library to extend the 
Arduino’s capabilities. In this case, it’s to facilitate easy communication with the 
real-time clock (RTC) chip. Unsurprisingly, the library is called RTClib. The library 
was originally developed by JeeLabs, and was updated by adafruit Industries. 
A link to download the library can be found on the web page for this chapter: 
www.exploringarduino.com/content/ch13. Download the library and add it to 
your Arduino user library folder, just as you did in the preceding chapter. Make 
sure that the folder name has no dashes in it; underscores are okay.

The library is easy to use. The first time you run the example code, you use 
the RTC.adjust function to automatically grab the current date/time from your 
computer at the time of compilation and use that to set up the clock. From this 
point on, the RTC runs autonomously, and you can obtain the current time/
date from it by executing the RTC.now() command. In the next section, you use 
this functionality to enable real-time logging.
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Using the Real-Time Clock
Now it is time to combine the SD card and real-time clock, along with the 
RTC library that you just downloaded, to enable logging using actual time-
stamps. You update your sketch once again to use the RTC values rather than the  
millis values.

Installing the RTC and SD Card Modules

First, ensure that both your SD card shield and RTC are connected to your 
Arduino. If you are using the Cooking Hacks SD shield and the adafruit RTC 
shield, it should look something like Figure 13-20.

Figure 13-20: Arduino with mounted SD card and RTC breakout boards
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Note that the last pin on the RTC is hanging off the Arduino; it is a square 
wave generated by the RTC that you will not be using. In code, you need to 
pull A2 to ground and A3 to 5V to ensure that the RTC breakout is powered. 
If you assembled your own RTC circuit on a breadboard, your setup will look 
a bit different.

Updating the Software

Now, you add the RTC functionality into the software. You need to add a few 
things to your previous program to get the RTC integrated:

■■ Include the RTC libraries

■■ Power the RTC module

■■ Initialize the RTC object

■■ Set the RTC time using the computer time if it is unset

■■ Write the actual timestamps to the log file

Furthermore, in this code revision, I added a column header that is printed 
every time the code starts. This way, even if you are appending to an existing 
CSV file, you an easily find each time that the log was restarted.

WARNING  If, when you run your program, you notice that it simply stops after a 
short while, you may be running out of RAM. In most cases, this can be attributed 
to strings that take up a large amount of RAM, especially within your Serial 
.print and Serial.println statements. You can resolve this problem by 
removing serial printing statements, or by telling the Arduino to store these strings 
in flash memory instead of in RAM. You can store strings in flash memory by wrap-
ping the serial print string in F(), like this: Serial.println(F("Hello"));. 
This method was used Listing 13-3.

The updated program is shown in Listing 13-3, using the RTC as a clock for 
datalogging. It moves the majority of the strings into flash memory to save RAM 
using the technique explained in the previous warning section.

Listing 13-3:  SD Reading and Writing with an RTC— sd_read_write_rtc.ino

//SD read and write with RTC

#include <SD.h>   //For talking to SD Card

#include <Wire.h>  //For RTC

#include "RTClib.h" //For RTC

//Define pins
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//SD card is on standard SPI pins

//RTC is on Standard I2C Pins

const int CS_PIN      =10;

const int SD_POW_PIN  =8;

const int RTC_POW_PIN =A3;

const int RTC_GND_PIN =A2;

//Default rate of 5 seconds

int refresh_rate = 5000;

//Define an RTC object

RTC_DS1307 RTC;

//Initialize strings

String year, month, day, hour, minute, second, time, date;

void setup()

{

  Serial.begin(9600);

  Serial.println(F("Initializing Card"));

 

  //CS pin and pwr/gnd pins are outputs

  pinMode(CS_PIN,   OUTPUT);

  pinMode(SD_POW_PIN, OUTPUT);

  pinMode(RTC_POW_PIN, OUTPUT);

  pinMode(RTC_GND_PIN, OUTPUT);

 

  //Setup power and ground pins for both modules 

  digitalWrite(SD_POW_PIN, HIGH);

  digitalWrite(RTC_POW_PIN, HIGH);

  digitalWrite(RTC_GND_PIN, LOW);

 

  //Initiate the I2C bus and the RTC library

  Wire.begin();

  RTC.begin();

 

  //If RTC is not running, set it to the computer's compile time

  if (! RTC.isrunning())

  {

    Serial.println(F("RTC is NOT running!"));

    RTC.adjust(DateTime(__DATE__, __TIME__));

  }

 

  //Initialize SD card

  if (!SD.begin(CS_PIN))

  {

    Serial.println(F("Card Failure"));

    return;

  }

  Serial.println(F("Card Ready"));
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  //Read the configuration information (speed.txt)

  File commandFile = SD.open("speed.txt");

  if (commandFile)

  {

    Serial.println(F("Reading Command File"));

  

    while(commandFile.available())

    {

      refresh_rate = commandFile.parseInt();

    }

    Serial.print(F("Refresh Rate = "));

    Serial.print(refresh_rate);

    Serial.println(F("ms"));

    commandFile.close();

  }

  else

  {

    Serial.println(F("Could not read command file."));

    return;

  }

 

  //Write column headers

  File dataFile = SD.open("log.csv", FILE_WRITE);

  if (dataFile)

  {

    dataFile.println(F("\nNew Log Started!"));

    dataFile.println(F("Date,Time,Phrase"));

    dataFile.close(); //Data isn't actually written until we 

                      //close the connection!

  

    //Print same thing to the screen for debugging

    Serial.println(F("\nNew Log Started!"));

    Serial.println(F("Date,Time,Phrase"));

  }

  else

  {

    Serial.println(F("Couldn't open log file"));

  }

 

}

void loop()

{

  //Get the current date and time info and store in strings

  DateTime datetime = RTC.now();

  year  = String(datetime.year(),  DEC);

  month = String(datetime.month(), DEC);

  day  = String(datetime.day(),  DEC);

  hour  = String(datetime.hour(),  DEC);

  minute = String(datetime.minute(), DEC);
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  second = String(datetime.second(), DEC);

 

  //Concatenate the strings into date and time

  date = year + "/" + month + "/" + day;

  time = hour + ":" + minute + ":" + second;

 

  String dataString = "Hello There!";

 

  //Open a file and write to it.

  File dataFile = SD.open("log.csv", FILE_WRITE);

  if (dataFile)

  {

    dataFile.print(date);

    dataFile.print(F(","));

    dataFile.print(time);

    dataFile.print(F(","));

    dataFile.println(dataString);

    dataFile.close(); //Data isn't actually written until we 

                      //close the connection!

  

    //Print same thing to the screen for debugging

    Serial.print(date);

    Serial.print(F(","));

    Serial.print(time);

    Serial.print(F(","));

    Serial.println(dataString);

  }

  else

  {

    Serial.println(F("Couldn't open log file"));

  }

  delay(refresh_rate);

}

The RTC library is imported by the sketch via #include "RTClib.h" and an 
RTC object is created with RTC_DS1307 RTC;. The RTC is an I2C device, and relies 
on the Wire library, so that needs to be included, too. This is the same library 
you used in Chapter 8, “The I2C Bus.” In setup(), RTC.isrunning() checks to 
see if the RTC is not already running. If it isn’t, the date and time are set based 
on the compile time, determined by your computer’s clock. Once this is set, the 
time will not be reset as long as the battery stays connected to the RTC. Also 
in setup(), a column header is inserted into the log file, adding a note that the 
logging has been restarted. This is useful for appending to the log file each time 
you restart the system.

During each pass through the loop, the datetime object is set to the current 
date and time. You can then extract the year, month, hour, and so on from this 
object and convert them to strings that you can concatenate into the date and 
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time variables. These variables are printed to the serial console and to the SD 
card log file.

After running this sketch on your Arduino for a little while, use your computer 
to read the SD card and to open the log file; it should be populated with the date 
and time and look something like Figure 13-21. Your spreadsheet software may 
automatically change the dates into your local formatting.

Figure 13-21: Spreadsheet output from RTC SD card test

Building an Entrance Logger

Now that you have all the basic skills down, you can put them to use to build an 
entrance logger for your room. You use the distance sensor from some of your 
previous projects to create a basic motion sensor that can keep track of when 
people enter or exit through a doorway. The logger will keep track of the times 
of these events on the SD card for you to review later.
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Logger Hardware
All you need to do is to add an analog distance sensor to your existing setup. 
If you’re using the same setup as me, you do not even need a breadboard; just 
connect the proper wires to power, ground, and A0 (for the analog signal output 
from the sensor). With everything attached, it should look like Figure 13-22.

Figure 13-22: Entrance logger hardware

For this to actually work well, you want to mount the IR distance sensor and 
Arduino on a wall so that the IR beam cuts horizontally across the door. This 
way, anybody walking through the door must pass in front of the IR distance 
sensor. Don’t affix anything to your wall until you’ve written the software in 
the next step and uploaded it. I suggest using easily removable painters tape to 
hold it to your wall so that you don’t damage anything. Once set up, the system 
should look something like Figure 13-23.
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Figure 13-23: Entrance logger trained on a door

Logger Software
For the entrance logger, reading configuration variables from the SD card is 
not particularly useful, so you can remove those parts of the code. You want to 
add some code to check the state of the distance and to see whether its readings 
have changed drastically between pollings. If they have, you can assume that 
something moved in front of the distance sensor and that somebody must have 
entered or exited the room. 

You also need to choose a “change threshold.” For my setup, I found that an 
analog reading change of more than 75 between pollings was a good indication 
of movement. (Your setup will probably be different. It’s a good idea to check 
the values of your system once you have the physical setup fixed.) You want 
to make sure you’re checking the distance sensor frequently enough that you 
capture movement every time. However, it doesn’t make sense to run it so often 
that you end up with millions of readings for a day’s worth of logging.

I recommend that you write to the SD card every time movement is detected, 
but that you only periodically write to the SD card when there is no movement. 
This methodology strikes a good balance between storage space required and 
accuracy. Because you care the most about having accurate timing for when 
somebody passes the sensor, that detection is recorded with a higher temporal 
resolution than when nothing is happening in front of the sensor. This technique 
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is implemented in Listing 13-4. The Arduino polls the distance sensor every 
50ms (and writes a 1 to the “active” column every time movement is detected). 
If movement is not being detected, it only writes a 0 to the “active” column once 
every second (as opposed to every 50ms).

Listing 13-4 shows the completed software for the entrance logger, given the 
improvements just described.

Listing 13-4:  Entrance Logger Software—entrance_logger.ino

//Logs Room Entrance Activity

#include <SD.h>   //For talking to SD Card

#include <Wire.h>  //For RTC

#include "RTClib.h" //For RTC

//Define pins

//SD Card is on Standard SPI Pins

//RTC is on Standard I2C Pins

const int CS_PIN      =10; //SS for SD Shield

const int SD_POW_PIN  =8;  //Power for SD Shield

const int RTC_POW_PIN =A3; //Used as digital output

const int RTC_GND_PIN =A2; //Used as digital output

const int IR_PIN      =0; //Analog input 0

//Define an RTC object

RTC_DS1307 RTC;

//Initialize strings

String year, month, day, hour, minute, second, time, date;

//Initialize distance variables

int raw = 0;

int raw_prev = 0;

boolean active = false;

int update_time = 0;

void setup()

{

  Serial.begin(9600);

  Serial.println(F("Initializing Card"));

 

  //CS pin, and pwr/gnd pins are outputs

  pinMode(CS_PIN,   OUTPUT);

  pinMode(SD_POW_PIN, OUTPUT);

  pinMode(RTC_POW_PIN, OUTPUT);

  pinMode(RTC_GND_PIN, OUTPUT);

  

  //Setup power and ground pins for both modules 

  digitalWrite(SD_POW_PIN, HIGH);
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  digitalWrite(RTC_POW_PIN, HIGH);

  digitalWrite(RTC_GND_PIN, LOW);

 

  //Initiate the I2C bus and the RTC library

  Wire.begin();

  RTC.begin();

  

  //If RTC is not running, set it to the computer's compile time

  if (! RTC.isrunning())

  {

    Serial.println(F("RTC is NOT running!"));

    RTC.adjust(DateTime(__DATE__, __TIME__));

  }

 

  //Initialize SD card

  if (!SD.begin(CS_PIN))

  {

    Serial.println(F("Card Failure"));

    return;

  }

  Serial.println(F("Card Ready"));

 

  //Write column headers

  File dataFile = SD.open("log.csv", FILE_WRITE);

  if (dataFile)

  {

    dataFile.println(F("\nNew Log Started!"));

    dataFile.println(F("Date,Time,Raw,Active"));

    dataFile.close(); //Data isn't actually written until we 

                      //close the connection!

  

    //Print same thing to the screen for debugging

    Serial.println(F("\nNew Log Started!"));

    Serial.println(F("Date,Time,Raw,Active"));

  }

  else

  {

    Serial.println(F("Couldn't open log file"));

  }

 

}

void loop()

{

  //Get the current date and time info and store in strings

  DateTime datetime = RTC.now();

  year  = String(datetime.year(),  DEC);

  month = String(datetime.month(), DEC);

  day  = String(datetime.day(),  DEC);

  hour  = String(datetime.hour(),  DEC);
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  minute = String(datetime.minute(), DEC);

  second = String(datetime.second(), DEC);

 

  //Concatenate the strings into date and time

  date = year + "/" + month + "/" + day;

  time = hour + ":" + minute + ":" + second;

 

  //Gather motion data

  raw = analogRead(IR_PIN);

  //If the value changes by more than 75 between readings, 

  //indicate movement.

  if (abs(raw-raw_prev) > 75)

    active = true;

  else

    active = false;

  raw_prev = raw;

 

  //Open a file and write to it.

  if (active || update_time == 20)

  {

    File dataFile = SD.open("log.csv", FILE_WRITE);

    if (dataFile)

    {

      dataFile.print(date);

      dataFile.print(F(","));

      dataFile.print(time);

      dataFile.print(F(","));

      dataFile.print(raw);

      dataFile.print(F(","));

      dataFile.println(active);

      dataFile.close(); //Data isn't actually written until we 

                        //close the connection!

   

      //Print same thing to the screen for debugging

      Serial.print(date);

      Serial.print(F(","));

      Serial.print(time);

      Serial.print(F(","));

      Serial.print(raw);

      Serial.print(F(","));

      Serial.println(active);

    }

    else

    {

      Serial.println(F("Couldn't open log file"));

    }

    update_time = 0;

  }

  delay(50);

  update_time++;

}
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Data Analysis
After loading this code on to your Arduino, set it up at your door and let it run 
for a while. When satisfied with the amount of data you have collected, put the 
SD card in your computer and load the CSV file with your favorite spreadsheet 
program. Assuming that you only logged over the course of one day, you can 
now plot the time column against the activity column. Whenever there is no 
activity, the activity line graph remains at zero. Whenever somebody enters or 
exits the room, it jumps up to one, and you can see exactly when it happened.

The procedure for creating a plot will vary with different graphing applica-
tions. To make it easy for you, I’ve created a preformatted online spreadsheet 
that will do the plotting for you. You must have a Google account to use it. 
Visit the web page for this chapter (www.exploringarduino.com/content/ch13) 
and follow the link to the graph-generation spreadsheet. It will prompt you to 
create a new spreadsheet in your Google Drive account. Once this completes, 
just copy your data in place of where the template data is, and the graph will 
update for you automatically. Figure 13-24 shows what a graph of data over a 
few minutes might look like.

Figure 13-24: Entrance logger data graphed over several minutes
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Summary

In this chapter you learned about the following:

■■ CSV files use newlines and commas as delimiters to easily store data in 
a plain text format.

■■ You can format an SD card in Windows, Mac, or Linux.

■■ There are a plethora of available SD card shields, each with unique features.

■■ You can use the SD Library to write to and read from a file on an SD card.

■■ You can build an RTC and write software that utilizes it to insert timestamps.

■■ You can overcome RAM limitations by storing strings in flash memory.

■■ You can detect movement by looking for changing analog values produced 
by a distance sensor.

■■ You can graph data from a data logger using a spreadsheet on your 
computer.
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Parts You’ll Need for This Chapter

Arduino (Uno recommended)

USB cable

Arduino Ethernet shield

Photoresistor

10kΩ resistor

TMP36 temperature sensor

RGB LED

220Ω resistors (n3)

150Ω resistor

Speaker or buzzer

Ethernet cable

Access to a wired router

Jumper wires

Breadboard

C h a p t e r 

14
Connecting Your Arduino  

to the Internet
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CODE AND DIGITAL CONTENT FOR THIS CHAPTER

Code downloads, video,  and other digital content for this chapter can be found at www 
.exploringarduino.com/content/ch14.

In addition, all code can be found at www.wiley.com/go/exploringarduino on 
the Download Code tab. The code is in the chapter 14 download and individually 
named according to the names throughout the chapter.

This is it, the final frontier (and chapter). Short of launching your Arduino 
into space, connecting it to the Internet is probably the closest that you will get 
to making the whole world your playground. Internet connectivity, in general, 
is an extremely complex topic; you could easily write entire volumes of books 
about the best way to interface the Arduino with the “Internet of things,” as it is 
now often called. Because it is infeasible to cover the multitude of ways you can 
interface your Arduino with the web, this chapter focuses on imparting some 
knowledge with regard to how network connectivity works with your Arduino 
and how you can use the Arduino Ethernet shield to both serve up web pages 
and to broadcast data to the web. Specifically, you learn about traversing your 
network topology, how a web page is served, and how to use a third-party data 
logging service to connect your Arduino to the “Internet of things.”

The Web, the Arduino, and You

Explaining all the workings of the web is a bit ambitious for one chapter in a 
book, so for this chapter, you can essentially think of your Arduino’s relation 
to the Internet using the diagram shown in Figure 14-1.

First, you work only in the realm of your local network. When working within 
your local network, you can talk to your Arduino via a web browser only if they 
are both on the same local network. Then, you will explore ways in which you 
can traverse your router to access functionality from your Arduino anywhere 
in the world (or at least anywhere you can get an Internet connection).

Networking Lingo
Before you get your feet wet with networking your Arduino, let’s get some 
lingo straight. The following are words, concepts, and abbreviations that you 
will need to understand as you work through this chapter.

IP Address

An Internet Protocol (IP) address is a unique address that identifies each device 
that connects to the Internet. In the case of your home network, there are actu-
ally two kinds of IP addresses you need to worry about: the local IP address 
and the global IP address. If your home or office has a router (like the one in 
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Figure 14-1), everything within your local network has a local IP address that is 
visible only to other devices within your network. Your router/modem has one 
public-facing global IP addresses that is visible to the rest of the Internet. If you 
want to get data between somewhere else on the Internet and a device behind 
a router, you need to use Network Address Translation (NAT).

Figure 14-1: A simplified view of the web and your local network

Network Address Translation

There are not enough IP addresses to have one for every device in the world. 
Furthermore, users often do not want their computers and other networked 
devices visible to the rest of the world. For this reason, routers are used to create 
isolated networks of computers with local IP addresses. However, when you do 
want one of these machines to be accessible from the rest of the Internet, you need 
to use NAT through the router. This allows a remote device to send a request to 
your router asking to talk to a device in your local network. When you connect 
your Arduino to the larger web later in this chapter, you use a form of NAT.
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MAC Address

MAC addresses, unlike IP addresses, are globally unique. (Well, they are sup-
posed to be, but in practice they often are not.) MAC addresses are assigned to 
every physical network interface and do not change. For instance, when you 
buy a computer, the Wi-Fi module inside has a unique MAC address, and the 
Ethernet adapter has a unique MAC address. This makes MAC addresses useful 
for identifying physical systems on a network.

HTML

HTML, or Hypertext Markup Language, is the language of the web. To display 
a web page from your Arduino, you will write some simple HTML that creates 
buttons and sliders for sending data.

HTTP

HTTP, or Hypertext Transfer Protocol, defines the protocol for communicating 
across the World Wide Web, and is most commonly used in browsers. HTTP 
defines a set of header information that must be sent as part of a message across 
the web. This header defines how a web page will display in addition to whether 
the request was successfully received and acknowledged.

GET/POST

GET and POST define two ways for transferring information to a remote web 
server. If you’ve ever seen a URL that looks like www.jeremyblum.com/?s=arduino, 
you’ve seen a GET request. GET defines a series of variables following a ques-
tion mark in the URL. In this case, the variable s is being set to Arduino. When 
the page receives this URL, it identifies this variable, performs the search, and 
returns the results page.

A POST is very similar, but the information is not transmitted in a visible 
medium through the URL. Instead, the same variables are transmitted transpar-
ently in the background. This is generally used to hide sensitive information 
or to ensure that a page cannot be linked to if it contains unique information.

DHCP

DHCP, or Dynamic Host Configuration Protocol, makes connecting devices to 
your local network a breeze. Odds are that whenever you’ve connected to a Wi-Fi 
(or wired) network you haven’t had to manually set an IP address at which the 
router can connect to you. So, how does the router know to route packets to you? 
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When you connect to the network, a DHCP request is initiated with the router 
that allows the router to dynamically assign you an available IP address. This 
makes network setup much easier because you don’t have to know about your 
network configuration to connect to it. However, it can make talking to your 
Arduino a bit tougher because you need to find out what IP it was assigned.

DNS

DNS stands for Domain Name System. Every website that you access on the 
Internet has a unique IP address that is the location of the server on the web. 
When you type in www.google.com, a DNS server looks at a table that informs 
it of the IP address associated with that “friendly” URL. It then reports that IP 
back to your computer’s browser, which can, in turn, talk to Google’s server. DNS 
allows you to type in friendly names instead of remembering the IP addresses 
of all your favorite websites. DNS is to websites as your phone’s contact list is 
to phone numbers.

Clients and Servers
In this chapter, you learn about how to use the Ethernet shield to make the 
Arduino act as either a client or a server. All devices connected to the Internet 
are either clients or servers, though some actually fill both roles. A server does 
as the name implies: When information is requested from it, it serves it up to 
the requesting computer over the network. This information can come in many 
forms; it could be a web page, database information, email, or a plethora of other 
things. A client is the device that requests data, and obtains a response. When 
you browse the Internet from your computer, your computer’s web browser is 
acting as a client.

Networking Your Arduino
For all the examples in this chapter, you use your Arduino paired with the 
official Arduino Ethernet shield. There are multiple revisions of this shield, but 
these examples are tested to work on the most recent version of the shield with 
the WIZnet Ethernet controller chip. Significantly older versions of the shield 
used a different chip, and are not guaranteed to work with these examples. You 
may also use the Arduino Ethernet, a single-board Arduino that combines the 
Ethernet connectivity on to the Arduino board. 

TIP  I have found that the Ethernet shield works more reliably than the Arduino 
Ethernet.
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Attach the Ethernet shield to your Arduino, and connect the shield’s Ethernet 
port to an available Ethernet port on your home router using an Ethernet cable. 
This should be an ordinary Ethernet crossover cable (nearly all cables will be 
labeled as “crossover” on the sheathing). Connect the USB cable to your com-
puter and Arduino for programming. If your router is not near the computer 
that you want to use for programming, program it first, and then connect it to 
the router. However, some of the examples depend on debugging information 
shown via the serial monitor. If you want your system to operate without a 
serial connection, you might want to connect it to an LCD for displaying the IP 
address, which you will otherwise be displaying via the serial terminal later 
in the chapter. You can use your knowledge from Chapter 10, “Liquid Crystal 
Displays,” to print information to the LCD instead of the serial terminal if you 
want; that is not covered in this chapter.

Controlling Your Arduino from the Web

First, you configure your Arduino to act as a web server. Using some HTML 
forms, and the integrated Ethernet libraries, you have your Arduino automati-
cally connect to the network and serve a web page that you can access to control 
some of its I/O pins. You expose buttons to the web interface for toggling the 
colors in an RGB LED and controlling a speaker’s frequency. The program that 
you write for this purpose is extensible, allowing you to add control of additional 
devices as you become more comfortable working with the Arduino.

Setting Up the I/O Control Hardware
First, set up some test hardware connected to your Arduino server so that you 
can control it from the web. For this example, you connect an RGB LED and a 
piezo or ordinary speaker. Wire it up as shown in Figure 14-2. Recall that Pins 
4, 10, 11, 12, and 13 are used for communication with the Ethernet chip and SD 
card, so you cannot use those pins for general I/O. You connect your RGB LED 
to pins 5, 6, and 7. The speaker connects to pin 3.

Designing a Simple Web Page
It’s useful to design a simple web page separately from the Arduino before try-
ing to get the Arduino to serve it up so that you can ensure that it looks the way 
you want. Your web page will have simple buttons for toggling each LED, and 
will have a slider for adjusting the frequency at which a speaker is playing. It 
will use HTML form elements to render these components, and it will use the 
HTTP GET protocol to send commands from the browser to the server. As you 
design the website, it won’t actually be hooked up to a server, so interacting 
with it will not elicit any action from the Arduino, or anything else.
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Figure 14-2: Arduino server wired to RGB LED and speaker

Open up your favorite text editor (I recommend Notepad++ for Windows 
because it highlights and color codes your HTML when you save as an HTML 
file) and create a new file with a .html extension. It doesn’t matter what you 
name the file; test.html will work fine. This will be a very bare-bones website, 
so do not worry about making this a fully “compliant” HTML website; it will 
be missing some tags that are normally used, such as <body> and <head>. These 
missing tags will not affect how the page is rendered in the browser. In your 
new HTML file, enter the markup from Listing 14-1.

Listing 14-1:  HTML Form Page—server_form.html

<form action='' method='get'>

  <input type='hidden' name='L' value='7' />

  <input type='submit' value='Toggle Red' />

</form>

<form action='' method='get'>

  <input type='hidden' name='L' value='6' />

  <input type='submit' value='Toggle Green' />

</form>

<form action='' method='get'>
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  <input type='hidden' name='L' value='5' />

  <input type='submit' value='Toggle Blue' />

</form>

<form action='' method='get'>

  <input type='range' name='S' min='0' max='1000' step='100' value='0'/>

  <input type='submit' value='Set Frequency' />

</form>

This HTML page includes four form elements. <form> specifies the 
beginning of a form, and </form> specifies the end. Within each form are  
<input /> tags that specify what data will be passed to the server when the 
form is submitted. In the case of the LED toggle buttons, a variable called L will 
be passed to the server via a GET method with a value equivalent to the I/O pin 
number that you will be toggling. The empty action element in the form tag 
indicates that the same page should be reloaded when the variable is passed to 
the server. The hidden input specifies that value will just be passed when the 
Submit button is pressed. For the frequency slider, we are using a new HTML5 
input element called range. This will make a range slider. You can move the 
slider (in increments of 100) to select a frequency that will be transmitted as 
the value of a variable called S. In older browsers, this slider might render as 
an input box rather than a slider, if they don’t yet support the range element. 
To see what the page will look like, open it up with your favorite browser (I 
recommend Google Chrome). In Chrome, you need to press Ctrl+O (Windows) 
or Cmd+O (OSX) to get an Open dialog box. Open the HTML file you just made 
in your browser (see Figure 14-3).

Figure 14-3: Web page content test in Chrome.

If you press any of the buttons, you should see a variable GET statement 
appended to the address in your browser’s URL bar.

Writing an Arduino Server Sketch
Now, you need to take the HTML you’ve developed, and integrate it into a larger 
Server sketch that will handle connecting to the network, responding to client 
requests with the page you designed, and responding to GET statements from 
the page forms.
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Connecting to the Network and Retrieving an IP via DHCP

Thanks to the wonders of DHCP, connecting to the network with the Arduino 
Ethernet shield is a snap. Before showing you the code, let’s look at what is 
going to happen. At the top of your program, you should include the serial 
peripheral interface (SPI) and Ethernet libraries, define the MAC address of your 
Ethernet shield (it will be on a sticker on the shield), and create an instance of 
EthernetServer. Within the setup(), you begin an Ethernet session with the 
MAC address you’ve defined and start the web server. You can optionally sup-
ply a static IP address when initiating the Ethernet session, but by leaving that 
argument out, the Arduino will connect via DCHP and return the assigned IP 
address via the serial terminal. You can then use that IP address to connect to 
Arduino and view the web page it will be hosting.

Replying to a Client Response

The main loop is responsible for a number of actions. To handle moving through 
all these various action states, a number of “state variables” are used throughout 
the loop to keep track of what actions have been performed and what still needs 
to happen for successful communication with the client to take place.

The Arduino will always be checking for client connections (from your laptop, 
for example) to the server. When a client connects, the Arduino replies with two 
things: the HTTP response header and the HTML-formatted web page that was 
requested. The response header tells your browser what kind of information is 
about to be sent. When you have tried to visit a nonexistent web page, you’ve 
probably gotten the dreaded “404 Response.” The 404 header indicates to the 
browser that the server could not find the requested page. A “200 Response,” 
in contrast, indicates that the request has been received and that the HTML 
will be transmitted to the browser. So, on the Arduino, you want to send a “200 
Response” to the browser and follow that up with a definition of the Content-
Type (HTML, in this case). This complete header looks like this:

HTTP/1.1 200 OK

Content-Type: text/html

This header must be followed by a blank line, then the content of your HTML 
page that you wrote earlier. This same program is also used to reply to GET 
requests. To identify GET requests, you need to look for the question mark char-
acter in the URL that specifies what parameters have been selected and sent. If 
the ? is found, the program waits until it receives a variable name. In the case 
of the HTML you wrote earlier, the command for LED control is an L, and the 
command for the speaker frequency adjustment is an S. Depending on which 
of these is in the URL, the program parses integers out of the URL and controls 
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the peripheral accordingly. After this has happened, a break command is used 
to exit the code from the connected client loop, and it starts listening for a new 
client connection to do the whole process over again.

Putting It Together: Web Server Sketch

Given all the requirements listed in the previous sections, you can now construct 
a server program for the Arduino. These programs tend to be fairly nontrivial 
because they require the use of several state variables that track the interac-
tion between the client and server. The sketch in Listing 14-2 works great for 
accomplishing the tasks of controlling an RGB LED and speaker. If you want 
to add additional functionality with more GET variables, it should be fairly 
straightforward to do so. The areas where you can insert this extra functional-
ity are called out in the code comments.

Listing 14-2:  Web Server Code—control_led_speaker.ino

//Arduino Web Server

//Some code adapted under MIT License from

//http://bildr.org/2011/06/arduino-ethernet-pin-control/

#include <Ethernet.h>

#include <SPI.h>

const int BLUE    =5;

const int GREEN   =6;

const int RED     =7;

const int SPEAKER =3;

//For controlling LEDS and the speaker

//If you want to control additional things, add variables to 

//control them here.

int freq = 0;

int pin;

//Set to your MAC address!

//It should be on your sticker. If you can't find it,

//make one up, or use this one.

byte mac[] = { 0x90, 0xA2, 0xDA, 0x00, 0x4A, 0xE0 };

//Start the server on port 80

EthernetServer server = EthernetServer(80); //port 80

boolean receiving = false; //To keep track of whether we are 

                           //getting data.

void setup()

{

  Serial.begin(9600);
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  pinMode(RED, OUTPUT);

  pinMode(GREEN, OUTPUT);

  pinMode(BLUE, OUTPUT);

  //Connect with DHCP

  if (!Ethernet.begin(mac))

  {

    Serial.println("Could not Configure Ethernet with DHCP.");

    return;

  }

  else

  {

    Serial.println("Ethernet Configured!");

  }

  //Start the server

  server.begin();

  Serial.print("Server Started.\nLocal IP: ");

  Serial.println(Ethernet.localIP());

 

}

void loop()

{

  EthernetClient client = server.available();

  if (client)

  {

   //An HTTP request ends with a blank line

   boolean currentLineIsBlank = true;

   boolean sentHeader = false;

   while (client.connected())

   {

     if (client.available())

     {

       char c = client.read(); //Read from the incoming buffer

       if(receiving && c == ' ') receiving = false; //Done receiving

       if(c == '?') receiving = true; //Found arguments

       //This looks at the GET requests

       if(receiving)

       {

         //An LED command is specified with an L

         if (c == 'L')

         {

           Serial.print("Toggling Pin ");

           pin = client.parseInt();

           Serial.println(pin);
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           digitalWrite(pin, !digitalRead(pin));

           break;

         }

         //A speaker command is specified with an S

         else if (c == 'S')

         {

           Serial.print("Setting Frequency to ");

           freq = client.parseInt();

           Serial.println(freq);

           if (freq == 0)

             noTone(SPEAKER);

           else

             tone(SPEAKER, freq);

           break;

         }

         //Add similarly formatted else if statements here

         //TO CONTROL ADDITIONAL THINGS

       }

    

       //Print out the response header and the HTML page

       if(!sentHeader)

       {

          //Send a standard HTTP response header

          client.println("HTTP/1.1 200 OK");

          client.println("Content-Type: text/html\n");

     

          //Red toggle button

          client.println("<form action='' method='get'>");

          client.println("<input type='hidden' name='L' value='7' />");

          client.println("<input type='submit' value='Toggle Red' />");

          client.println("</form>");

     

         //Green toggle button

         client.println("<form action='' method='get'>");

         client.println("<input type='hidden' name='L' value='6' />");

         client.println("<input type='submit' value='Toggle Green' />");

         client.println("</form>");

     

         //Blue toggle button

         client.println("<form action='' method='get'>");

         client.println("<input type='hidden' name='L' value='5' />");

         client.println("<input type='submit' value='Toggle Blue' />");

         client.println("</form>");

     

         //Speaker frequency slider

         client.println("<form action='' method='get'>");

         client.print("<input type='range' name='S' min='0' max='1000' 

         step='100' value='0'/>");

        client.println("<input type='submit' value='Set Frequency' />");

        client.println("</form>");
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          //Add additional forms forms for controlling more things here.

     

          sentHeader = true;

        }

        if (c == '\n' && currentLineIsBlank) break;

        if (c == '\n')

        {

          currentLineIsBlank = true;

        }

        else if (c != '\r')

        {

          currentLineIsBlank = false;

        }

      }

    }

    delay(5); //Give the web browser time to receive the data

    client.stop(); //Close the connection:

  }

}

This code executes all the functionality that was described in the previous 
sections. Be sure to change the MAC address listed in this code to the MAC 
address printed on the sticker on your Arduino shield. If you cannot locate that 
address, it may still work with the wrong address; you can use the one that is 
already listed in the code. Load it on to your Arduino and launch the serial 
monitor. Ensure that your Arduino is plugged into your network and that your 
router has DHCP enabled (most do). After a few seconds, the DHCP connection 
should succeed, and you will see a message that informs you of the IP address 
that it has been assigned (see Figure 14-4).

Figure 14-4: DHCP IP acquisition confirmation via serial
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In the case shown in Figure 14-4, the Arduino was assigned local IP address 
192.168.0.9. This number will almost certainly differ on your network, so be sure 
to check what it is! Note this IP address; you will now need to use it to access 
the web interface that you have just launched.

Controlling Your Arduino via the Network
Now that the server code is running, and your Arduino is connected to the net-
work with a valid IP, you can access it with a browser and control it. First, you 
do so over your local network, and then you learn how you can take advantage 
of port forwarding in your router to access it from outside of your local network.

Controlling Your Arduino over the Local Network

To confirm that the web interface is working properly, ensure that your computer 
is attached to the same network as your Arduino (via Wi-Fi or Ethernet). Open 
your favorite browser, and enter the IP address from the previous section into 
the URL bar. This should open an interface that looks just like the HTML page 
you created earlier. Try pressing the buttons to toggle the various LED colors 
on and off. Move the slider and hit the frequency adjustment button to set the 
frequency of the speaker. You should see and hear the Arduino responding. If 
you’ve left the serial monitor open, you’ll also see it displaying debug info as it 
receives commands. Notice the GET commands being passed to the Arduino 
server through the browser’s URL bar (see Figure 14-5).

Figure 14-5: Arduino control web page and serial debugging
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After you’re satisfied with controlling the lights and sounds over the local 
network, you can follow the steps in the next section to enable control from 
anywhere in the world.

NOTE  To watch a demo video of the Arduino being controlled over a local net-
work, check out www.exploringarduino.com/content/ch14. You can also find 
this video on the Wiley website shown at the beginning of this chapter.

Using Port Forwarding to Control your Arduino from Anywhere

The steps in the previous section enable you to control your Arduino from 
anywhere within your local network. This is because the IP address that you 
are connecting to is a local address that sits behind your router. If you want to 
control your Arduino from computers outside of your local network, you need 
to take advantage of advanced technologies that will allow you to tunnel to 
your device through your router from the outside world. To do this, you need 
to implement three steps: 

	 1.	 Reserve the local DHCP address used by your Arduino.

	 2.	 Forward an external port on your router to an internal port pointing at 
your Arduino.

	 3.	 Connect your router to a dynamic DNS updating service.

WARNING  The steps in this section are advanced and will differ (maybe dras-
tically) depending on what kind of router you have. I will generalize, but I also 
assume some existing knowledge of router administration. I recommend search-
ing the web for instructions specific to your router for each of the steps listed. If 
this is your first time logging in to your router’s administration panel, I don’t sug-
gest doing these steps; you could potentially mess up your network setup. Some 
routers may not even support all the functions required to enable port forwarding 
and dynamic DNS updating. If you are not familiar at all with network administra-
tion, stick to local web access for now.

Logging In to Your Router

First, log in to your router’s administration panel. The admin panel URL is the 
gateway IP address for your network. In almost all home network configura-
tions, this is the first three decimal-separated values of your Arduino’s local IP, 
followed by a 1. If, for example, your Arduino’s IP was 192.168.0.9, your gateway 
address is probably (but not necessarily) 192.168.0.1. Try typing that address 
into your browser to see whether you get a login screen. Enter the login creden-
tials for your router admin page; these are not the same as your wireless login 
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credentials. (If you never changed them from the default values, you might be 
able to find them in your router’s setup manual.)

If that IP address does not work, you need to determine it manually. On 
Windows, you can open a command prompt and type ipconfig. You want to 
use the Default Gateway address for your active network connection. If you 
are on a Mac, access System Preferences, go to Network, click the Advanced 
button, go to the TCP/IP tab, and use the Router Address. If you are in Linux, 
open a terminal, type route -n, and use the last Gateway Address listing that 
is nonzero.

Reserving Your Arduino’s DHCP Address

Once in your router’s admin console, look for an option to reserve DHCP addresses. 
By reserving a DHCP address, you are ensuring that every time a device with 
a particular MAC address connects to the router it will be assigned the same 
local IP. Reserved IP addresses are never given to clients with a MAC address 
other than the specified address, even if that reserved client is not presently 
connected to the router. By reserving your Arduino’s DHCP IP address, you 
ensure that you’ll always be able to forward web traffic to it in the next step.

Once you find the option, reserve whatever IP address your Arduino is cur-
rently using by assigning it to the MAC address that you set in the sketch earlier. 
Be sure to apply the setting, which may require restarting your router. You can 
confirm that this works by restarting your router and the Arduino and seeing 
if your Arduino gets the same IP when it reconnects.

You can also accomplish the same effect by giving your Arduino a static IP 
(not using DHCP) in the sketch. The Arduino website describes how to do this: 
http://arduino.cc/en/Reference/EthernetIPAddress.

Forwarding Port 80 to Your Arduino

Now that you have an unchanging local IP address for your Arduino, you need 
to pipe incoming web traffic to that internal IP address. Port forwarding is the 
act of listening for traffic on a certain port of router and always forwarding 
that traffic to a specific internal IP address. Port 80 is the default port for HTTP 
communication, so that is what you will use. Locate the right option in your 
router administration panel and forward external port 80 to internal port 80 
on the IP that you just assigned to your Arduino. If the router specifies a range 
for the ports, just make the range 80-80. Now, all traffic to your router on port 
80 will go to your Arduino.

Using a Dynamic DNS Updating Service

The last step is to figure out how to access your router from elsewhere in the 
world. If you are working on a commercial network (or you pay a lot for your 
home’s Internet connection), you might have a static global IP address. This 
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is rare for residential Internet connections, but still possible; check with your 
Internet service provider (ISP). If that is the case, just type what is my ip into 
Google, and it will tell you what your global IP is. If you know you have a static 
IP, you can access that IP from anywhere in the world and traffic on it should 
forward to your Arduino. If you want, you can even buy a domain name and 
set up your domain name’s DNS servers to point to that IP address.

However, the odds are good that you have a dynamic global IP address. Your 
ISP probably changes your IP once every few days or weeks. So, even if you 
figure out what your global IP is today, and access your Arduino via this IP, it 
might stop working tomorrow. There is a clever way around this, which is to 
use dynamic IP services. These services run a small program on your router 
that periodically checks your global IP address and reports it back to a remote 
web server. This remote web server then updates a subdomain that you own 
(such as myarduino.dyndns.org) to always point to your global IP, even when it 
changes. DynDNS is a service that has software built in to most modern routers. 
Search your router administration page to see which dynamic DNS services it 
supports. Some are free; some charge a nominal yearly fee. You can follow the 
setup instructions in your router’s admin panel to create an account with one of 
these services and to connect it to your router. After doing this, you can access 
your Arduino remotely, even with a dynamically changing global IP address. 
In case your router does not support any dynamic DNS services, remember that 
some also offer clients that will run on computers within your network rather 
than on the router directly.

Once you have determined your public IP address (or obtained a dynamically 
updating URL), you can enter that into your browser, and you should connect 
to your Arduino. Give the address to a friend so they can test remotely!

Sending Live Data to a Graphing Service

In the preceding section, you learned how to turn your Arduino into a web 
server that exposed a web interface for controlling its I/O pins over the local 
network or the Internet. However, an equally common reason for connecting 
your Arduino to the Internet is to make networked sensor nodes. Sensor nodes 
generally only transmit information, instead of listening for commands. Because, 
in this scenario, the Arduino will be initializing a request out to a known entity 
on the web (in this case you will use an online graphing service), you do not 
have to fuss at all with forwarding IP addresses, memorizing the IP address, 
and so forth.

This section uses an online graphing interface called Xively (previously called 
Cosm) to facilitate the creation of live graphs with your Arduino.
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Building a Live Data Feed on Xively
For this example, you use the Xively web service to facilitate graphing of some 
sensors hooked up to your Internet-enabled Arduino. By connecting to the 
Xively site, you eliminate much of the hard work that you would ordinarily 
need to do to display your data on the web.

Creating a Xively Account

To start, visit www.xively.com and sign up for a free account. Follow the link in 
the confirmation email you receive and log in to the website.

Creating a Data Feed

Once your account is set up, click the Develop button at the top of the page to 
create a feed. Press the “+ Add Device” button. A screen like the one shown in 
Figure 14-6 will prompt you to name your feed and add a description. You can 
also choose to make your feed public or private.

Figure 14-6: Xively feed addition

Enter the requested details and then click Add Device. A new page will appear 
with relevant connection information for your new feed. Leave this page open, 
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because you will need the information from this page when you configure your 
Arduino sketch later in this section. 

Installing the Xively and HttpClient Libraries

Xively provides a convenient Arduino library that makes it easier to get your 
Arduino talking to the web through their service. The Xively library depends 
on the HttpClient library, so you will need to download that as well. Both librar-
ies are available on GitHub, a popular code hosting website. Visit the following 
two links and click the ZIP download button to download the code repositories: 
https://github.com/xively/xively-arduino and https://github.com/amcewen/
HttpClient. (These download links can also be found on the web page for this 
chapter: www.exploringarduino.com/content/ch14.) For now, save these ZIP 
files on your desktop. Then complete the following steps:

	 1.	 Unzip the files and rename the library folders so that they do not contain 
dashes (GitHub adds dashes to the folder names automatically). I recom-
mend renaming the “HttpClient-master” folder to “HttpClient” and the 
“Xively-Arduino-master” folder to “xively.” 

	 2.	 Move these folders to your Arduino libraries directory, as you did in 
the “Getting the Library” section of Chapter 12, “Hardware and Timer 
Interrupts.”

	 3.	 Open the Arduino integrated development environment (IDE) (you’ll need 
to restart it if it was open when you copied the libraries) and navigate to 
File > Examples. Confirm that you see “HttpClient” and “xively” in the 
Examples list. This confirms that the libraries were installed successfully. 

For your first experiment with Xively, you’ll use their handy example sketch, 
which broadcasts the state of one analog sensor to web. In the example menu 
of your Arduino IDE, open the DatastreamUpload example under the “xively” 
heading. This should open a new sketch. (This sketch is also included in the 
code download package for this chapter.) Because you’ll be modifying the 
example sketch, use the File > Save As option to save this sketch to your own 
directory before continuing. A quick glance at the example file reveals that it 
will be transmitting the analog value that is read by analog input pin 2:

// Analog pin which we're monitoring (0 and 1 are used by the 
// Ethernet shield)
int sensorPin = 2;

Knowing this, you’ll wire up your Arduino accordingly in the next section, 
with the Ethernet shield equipped. You’ll come back to this sketch once you’ve 
wired your Arduino.
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Wiring Up Your Arduino

Next, wire an analog sensor to analog pin 2 of your Arduino. The example sketch 
that you just downloaded is configured to read an analog input on analog pin 2 
and broadcast it up to your Xively account. To keep things simple, grab a pho-
toresistor and 10k resistor and wire them to analog input 2 as a voltage divider, 
just as you did in Chapter 3, “Reading Analog Sensors” (see Figure 14-7). Once 
it’s wired up, plug your Arduino into the computer and your network.

Figure 14-7: Arduino with Ethernet shield wired to photoresistor

Configuring the Xively Sketch and Running the Code

You’ve already installed the appropriate libraries and opened the example 
sketch. You now need to configure, compile, and run the code on your Arduino. 
First, you will configure the sketch to talk to the feed on your Xively account. 

You need to change only three values in the sketch to get it to work with your 
Arduino and your Xively feed: the MAC address of your Arduino Ethernet Shield, 
your Xively API key, and your Feed ID. The MAC address will be the same MAC 
address that you used for previous examples. (As before, if you cannot find your 
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MAC address, just use the default one that comes in the example sketch.) Your 
API key and Feed ID can be found on the Xively web page that you kept open 
from before. Find the “API Keys” section (see Figure 14-8).

Figure 14-8: Xively Feed and API Info

This section provides the Feed ID (the first number) and the API key (the second 
number) to insert into your sketch. The following code snippets show the lines 
of code that you will need to update with the appropriate values. Listing 14-3 
shows an example of the complete sketch with all the values inserted (your 
values will be different than the ones shown in the listing).

Replace the MAC Address with your own:

// MAC address for your Ethernet shield

byte mac[] = { 0xDE, 0xAD, 0xBE, 0xEF, 0xFE, 0xED };

Replace the Xively API key with your own:

// Your Xively key to let you upload data

char xivelyKey[] = "YOUR_XIVELY_API_KEY";

Replace the Feed ID (15552 in the example) with your own (yours may have 
a different number of digits):

// Finally, wrap the datastreams into a feed

XivelyFeed feed(15552, datastreams, 1 /* number of datastreams */);

Listing 14-3 shows the completed program.
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Listing 14-3:  Xively Datastream Upload—xively.ino

#include <SPI.h>

#include <Ethernet.h>

#include <HttpClient.h>

#include <Xively.h>

// MAC address for your Ethernet shield

byte mac[] = { 0x90, 0xA2, 0xDA, 0x00, 0x4A, 0xE0 };

// Your Xively key to let you upload data

char xivelyKey[] = "qkjXS1oUKqbCG-hqh3fw4WIsdvOSAKx4ZXZYSWhGUWdxcz0g";

// Analog pin which we're monitoring (0 and 1 are used by the 

// Ethernet shield)

int sensorPin = 2;

// Define the strings for our datastream IDs

char sensorId[] = "sensor_reading";

XivelyDatastream datastreams[] = {

  XivelyDatastream(sensorId, strlen(sensorId), DATASTREAM_FLOAT),

};

// Finally, wrap the datastreams into a feed

XivelyFeed feed(1242622121, datastreams, 1 /* number of datastreams */);

EthernetClient client;

XivelyClient xivelyclient(client);

void setup() {

  // Put your setup code here, to run once:

  Serial.begin(9600);

  

  Serial.println("Starting single datastream upload to Xively...");

  Serial.println();

  while (Ethernet.begin(mac) != 1)

  {

    Serial.println("Error getting IP address via DHCP, trying again...");

    delay(15000);

  }

}

void loop() {

  int sensorValue = analogRead(sensorPin);

  datastreams[0].setFloat(sensorValue);

  Serial.print("Read sensor value ");

  Serial.println(datastreams[0].getFloat());

  Serial.println("Uploading it to Xively");

  int ret = xivelyclient.put(feed, xivelyKey);
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  Serial.print("xivelyclient.put returned ");

  Serial.println(ret);

  Serial.println();

  delay(15000);

}

Upload the code to your Arduino, and you’ll be ready to transmit. When your 
Arduino connects for the first time, the Xively server automatically adds the 
feed to the web page you had open earlier.

In the code, you’re creating an object that contains all the information of your 
feed. This appears as an array, named datastreams[]. This contains the sensor 
name and type (in this case, a float). The feed gets wrapped into a XivelyFeed 
object, which has the feed ID, the datastream information, and the number of 
datastreams that are in the array.

Displaying Data on the Web

Once you start running the sketch on the Arduino, data will be transmitted 
immediately. Open the serial monitor to observe the status of your transmissions. 
If you do not see a return status of “200” in the serial monitor, you probably 
copied the wrong API key or Feed ID. Check those values and try again. Once 
you know that data is being properly transmitted, return to the Xively website; 
the sensor_reading data stream should now be automatically updating every 
15 seconds. Click on the sensor_reading link to see a live graph of the data 
coming from your photoresistor. After the graph has been running for a while, 
it may look something like Figure 14-9. (The serial monitor is also shown so you 
can see how they match up.) That’s all there is to it. Your Arduino will continue 
to communicate with and update your feed on the Xively server.

Figure 14-9: Light data being displayed on Xively
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Adding Feed Components
Having one sensor feed to Xively is great, but what if you want to add more 
sensors? Thankfully, adding additional data is quite easy! You add an analog 
temperature sensor to your Arduino to complement the readings from your 
light sensor. You could also add any other kind of sensor—even digital I2C 
and SPI sensors.

Adding an Analog Temperature Sensor

Using the TMP36 temperature sensor that you used in Chapter 3, add a simple 
analog temperature sensor to the circuit, as in Figure 14-10. This sensor will be 
read by analog input 3.

Figure 14-10: Adding a TMP36 temperature sensor

Adding Additional Sensor Readings to the Datastream

You now need to insert the data from this sensor into the stream of data that is sent 
to the Xively server. Essentially, you just need to add an additional datastream to 
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the code everywhere you see the first datastream. You may also choose to rename 
to the datastream IDs to something more understandable, like light_reading 
and temp_reading. The code in Listing 14-4 should resemble the code you used 
before, but is now writing two datastreams. Note that you still need to enter 
in your API key, Feed ID, and MAC address from your previous program into 
this code; otherwise, it will not work.

Listing 14-4:  Xively Datastream Upload Code Updated to Read Multiple Sensors—
xively2.ino

#include <SPI.h>

#include <Ethernet.h>

#include <HttpClient.h>

#include <Xively.h>

// MAC address for your Ethernet shield

byte mac[] = { 0x90, 0xA2, 0xDA, 0x00, 0x4A, 0xE0 };

// Your Xively key to let you upload data

char xivelyKey[] = "qkjXS1oUKqbCG-hqh3fw4WIsdvOSAKx4ZXZYSWhGUWdxcz0g";

// Analog pin which we're monitoring (0 and 1 are used by the 

// Ethernet shield)

int lightPin = 2; //Temperature sensor

int tempPin  = 3; //Light sensor

// Define the strings for our datastream IDs

char lightId[] = "light_reading";

char tempId[]  = "temp_reading";

XivelyDatastream datastreams[] = {

  XivelyDatastream(lightId, strlen(lightId), DATASTREAM_FLOAT),

  XivelyDatastream(tempId, strlen(tempId), DATASTREAM_FLOAT),

};

// Finally, wrap the datastreams into a feed

XivelyFeed feed(1242622121, datastreams, 2 /* number of datastreams */);

EthernetClient client;

XivelyClient xivelyclient(client);

void setup() {

  // Put your setup code here, to run once:

  Serial.begin(9600);

  

  Serial.println("Starting double datastream upload to Xively...");

  Serial.println();

  while (Ethernet.begin(mac) != 1)
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  {

    Serial.println("Error getting IP address via DHCP, trying again...");

    delay(15000);

  }

}

void loop() {

  int lightValue = analogRead(lightPin);

  datastreams[0].setFloat(lightValue);

  Serial.print("Read light value ");

  Serial.println(datastreams[0].getFloat());

  

  int tempValue = analogRead(tempPin);

  datastreams[1].setFloat(tempValue);

  Serial.print("Read temp value ");

  Serial.println(datastreams[1].getFloat());

  Serial.println("Uploading it to Xively");

  int ret = xivelyclient.put(feed, xivelyKey);

  Serial.print("xivelyclient.put returned ");

  Serial.println(ret);

  Serial.println();

  delay(15000);

First, note that all previous references to sensor have been updated to light. 
Now that you are transmitting information from two sensors, it is good coding 
practice to differentiate between them properly. A tempId[] data stream was 
added and inserted into the datastreams[] object. The XivelyFeed object defi-
nition was updated to indicate that there are now two datastreams instead of 
one. Within the loop(), the lines that were previously printing sensor informa-
tion about the light sensor have been duplicated to print the same information 
about the temperature sensor. Note that the light information is listed first in 
the datastreams object, so it is referenced as datastreams[0]. The temperature 
information is listed second in the datastreams object, so it is referenced as 
datastreams[1].

When you run this code on your Arduino, the web interface automatically 
updates itself to reflect your new datastreams. You might want to delete your 
old sensor_reading datastream, as light_reading is now being updated 
instead. After several minutes of updates, your graphs should look something 
like Figure 14-11.
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Figure 14-11: Xively graphs for multiple sensors

You have now successfully used your Arduino as both a webserver and a 
client to a remote web service. Try adding digital sensors, visual feedback, and 
more to make your system truly interactive.

Summary

In this chapter you learned about the following:

■■ The Internet has a lot of acronyms. You learned the meanings of IP, DHCP, 
DNS, MAC, and more.

■■ You learned the differences between clients and servers.

■■ You learned enough basic HTML to write a form for controlling your 
Arduino over the web.

■■ You ran a web server from your Arduino.

■■ You can control I/O pins on your Arduino over the Internet.

■■ You learned how to connect your Arduino to the Xively graphing server.

■■ You learned how to display data from multiple sensors online.
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App   e n d i x

Deciphering the ATMega 
Datasheet and Arduino 

Schematics

At the heart of all Arduinos is an Atmel microcontroller. This appendix does 
not summarize the features of all the microcontrollers in all the Arduinos, but 
it is a useful exercise to investigate an ATMega datasheet to get a better idea 
about how it works. Further, taking a look at the open source schematics for the 
Arduino Uno will make it easier to understand how an Arduino actually works.

Reading Datasheets

One of the most important skills that you can develop as an engineer is the 
ability to read datasheets. Just about any electronic component that you can buy 
has an associated datasheet that contains info about the technical limits of the 
part, instructions on how to use its capabilities, and so forth. 

Breaking Down a Datasheet
Consider the datasheet for the Atmel ATMega 328p, for instance. Recall that 
the ATMega 328p is the microcontroller unit (MCU) used in the Arduino Uno 
and many Arduino clones. Finding a datasheet can often be the trickiest part. 
I recommend just doing a Google search for “ATMega 328p datasheet” and 
looking for the first PDF link from Atmel. The datasheets for the MCUs used 
in the Arduinos can also be found on the hardware page for each board on the  
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www.Arduino.cc website. When you have the datasheet in hand, start by review-
ing the first page (see Figure A-1). In most cases, the first page tells you all you 
need to know about the features of that MCU.

Figure A-1: The first page of the ATMega 328p datasheet
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From a quick glance at the datasheet, you can learn a considerable amount 
about the microcontroller. You can ascertain that it has 32KB of programmable 
flash memory, that it can be reprogrammed about 10,000 times, and that it can 
operate from 1.8V to 5.5V (5V in the case of the Arduino). You can also learn 
how many inputs/outputs (I/Os) it has, what special functions it has built in 
(like hardware serial peripheral interface [SPI] and I2C interfaces), and what 
resolution its analog-to-digital converter (ADC) is. 

NOTE  This datasheet is actually hundreds of pages, and there could probably 
be an entire book dedicated just to interpreting it, so I won’t go much further here. 
However, throughout the remainder of this appendix, I do point out several more 
important topics to look out for.

Datasheets as long as this one generally have PDF bookmarks built in that 
make it easier to find what you’re looking for. Of particular interest for your 
Arduino adventures may be information about I/O ports, the timers, and the 
various hardware serial interfaces. As one more example, consider Figure 13-1 
from the datasheet’s I/O section in the PDF, which is shown here as Figure A-2 
for your convenience.

Cpin

Pxn

Rpu

Logic

See Figure
“General Digital I/O” for

Details

Figure A-2: I/O pins diagram

Diagrams like this one can be found throughout the datasheet, and can give 
you a deeper insight into how your Arduino is actually working. In this example, 
you can see that the I/O pins all have protection diodes to protect them from 
excessively high or negative voltages. It’s also important to observe that there 
is a known pin capacitance, which could have significant implications when 
trying to determine the rise and fall times when switching the value of a pin.
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Understanding Component Pin-outs
All datasheets will include the pin-out for the device in question, which clearly 
illustrates the functions of each pin. Particularly for microcontrollers, pins may 
have multiple functions, so understanding the pin-out can be critical for grasp-
ing what each pin can and cannot do. Consider the pin-out of the ATMega 328p 
(see Figure A-3). Understanding the pin-out of the microcontroller at its heart 
will make it easier to understand the Arduino Uno schematic, which you’ll look 
at in the next section.

Figure A-3: ATMega 328p DIP pin-out

Note that the pin-out indicates how you can find the pin number on the actual 
chip. The half circle at the top of the pin-out corresponds to a similar half circle 
on the actual integrated circuit. Look at the chip in your Arduino and you’ll 
see this half circle; now you know that the pin immediately to its left is pin 1.

You’ll also probably notice some abbreviations that you may not be familiar 
with. They are defined here:

■■ VCC refers to voltage supply to the chip. In the case of the Arduino, VCC 
is 5V.

■■ AVCC is a separate supply voltage for the ADC. For the Arduino, it is 
also 5V.

■■ AREF is broken out to a pin. So, you can choose an arbitrary voltage below 
5V to act as the reference for the ADC if you desire.

■■ GND is, of course, the ground connection.
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The rest of the pins are all general-purpose I/O. Each is mapped to a unique 
pin number in the Arduino software so that you don’t have to worry about the 
port letter and number. 

The labels in parentheses represent alternative functions for each pin. For 
example, pins PD0 and PD1 are also the Universal Synchronous/Asynchronous 
Receiver/Transmitter (USART) Receive (RX) and Transmit (TX) pins, respec-
tively. Pins PB6 and PB7 are the crystal connection pins (XTAL). In the case of 
the Arduino Uno, an external 16 MHz ceramic resonator is connected to these 
pins, so you cannot use these for general-purpose I/O. If you have trouble 
deciphering the pin labels, you can usually learn more about what they mean 
by searching the rest of the datasheet for those terms. The Arduino website 
has a diagram illustrating how the ATMega pins are connected to numbered 
pins on the Arduino board.  You can find it at http://arduino.cc/en/Hacking/
PinMapping168, and it is shown in Figure A-4.

Figure A-4: Arduino ATMega Pin Mapping

Understanding the Arduino Schematic

Perhaps one of the best ways to learn about electrical design is to analyze the 
schematics of existing products, such as the Arduino. Figure A-4 shows the 
schematic for the Arduino Uno.
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Can you match all the parts to the parts that you can see on your Arduino 
Uno? Start with the main MCU (Part ZU4 in the schematic), the ATMega328p, 
and all the breakout pins. Here, you can easily identify which ATMega ports/
pins map to the pins that are available to you in the integrated development 
environment (IDE). Earlier in this appendix, you observed that PD0 and PD1 
were connected to the USART TX and RX pins. In the Arduino schematic, you 
can indeed confirm that these pins connect to the corresponding pins on the 
16U2 (8U2 on revisions 1 and 2) USB-to-Serial converter chip. You also know that 
there is an LED connected (through a resistor) to pin 13 of the Arduino. In the 
schematic, you can see that pin 13 is connected to pin PB5 on the ATMega. But 
where is the LED? By using net names, you can indicate an electrical connec-
tion between two points on a schematic without actually drawing all the lines. 
Having every wire shown in a schematic might get confusing very quickly. In 
the case of PB5, you can see that the wire coming out of the MCU is labeled SCK, 
and that there is a similarly labeled wire at the top of the schematic feeding 
through a buffer into a resistor and the familiar debug LED. 

Most schematics that you’ll find are done in a style similar to this one, with 
lots of labeled nets that connect without direct wires. Continue to analyze the 
Arduino schematic until you understand where all the signals are going. See 
how many components you can match to the actual board.
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= (assignment) operator, 34
== (comparison) operator, 32
&& (logical) operator, 35
3-bit analog quantization, 44–45
3.3V power, 7
5V power, 7, 82–84
74HC595 shift register, 148–151

A
accelerometers, triple axis, 51
actuators, servo motors, 80–86
AD714 / AD715 I2C chips, 166–167
Adafruit 32U4 breakout board, 12
adafruit data logging shield, 287
ADCs (analog-to-digital converters), 7, 

43–45
accuracy of, 44
Arduino Due, 10
Arduino Uno, 5
Mega 2560, 10
resolution, 44–45

alternate.ino file, 152–153
analog inputs, controlling analog outputs, 

56–59
analog outputs

controlling with analog inputs, 56–59
creating (See PWM (pulse-width 

modulation))
analog sensors

creating, 54–59
distance sensors, 50
dual axis gyroscopes, 51

magnetometers, 50
potentiometers, reading, 45–49
temperature sensors, 50–54
triple axis accelerometers, 51

analog signals, 42
converting to digital, 43–45
vs. digital signals, 43

analog-to-digital converters. See ADCs
analogRead() function, 45–48, 53–54
analogWrite() function, 27–29, 39–41, 

56–58
animated progress bars, creating, 206–209
anodes, 22
API mode, XBee radios, 223
Arduino boards. See also specific boards

Arduino-compatible devices, 12
components, 4–8
controlling from the web, 318–329

designing a simple web page, 318–320
setting up I/O control hardware, 318
via the network, 326–329
writing a server sketch, 320–326

overview of official boards, 8–12
serial communication capabilities, 

108–115
third-party, 12
wireless communication, 236–246

Arduino-compatible devices, 12
Arduino Due

components, 10
hardware interrupts, 261–262
microcontroller, 6

Index



350	 Index ■ A–C

Arduino ecosystem, 4
Arduino Ethernet SD shield, 286
Arduino Ethernet shield, 317–318, 321, 332. 

See also Internet connectivity
Arduino IDE

downloading, 13
LiquidCrystal library, 203–209
serial monitor, 119–127
servos, controlling, 85–86
“upload” command, 8

Arduino Leonardo
hardware interrupts, 261
keyboards, emulating, 135–140
microcontroller, 6, 9
mouse, emulating, 140–144

Arduino Nano, 11
Arduino Uno

ADC resolution, 44–45
hardware interrupts, 261
image of, 5
microcontroller, 6
as programmer for XBee radio, 229
schematic, 347–349
secondary microcontroller, 6

Arduino Wi-Fi SD shield, 286–287
Arduino Wireless SD shield, 285
ArduPilot, 12
arguments, 17
assignment (=) operator, 34
associate LED, 226
ATMega microcontroller, 5, 6, 8

datasheet, 343–347
programming interface, 6

Atmel microcontroller unit (MCU), 6.  
See also specific microcontrollers

attachInterrupt() function, 261–262
audio/visual display, creating with SPI 

DigiPots, 193–197

B
B (base) pin, NPN BJT, 67
backward state (H-bridge), 73
bar graphs, LED

monitoring temperatures, 173–179
responding to inputs, 157–160

bargraph.ino file, 159
base (B) pin, NPN BJT, 67
baud rate, 48, 49
binary data type, 119
binary format, converting to decimal, 154
bipolar-junction transistor (BJT), 66–68

BJT (bipolar-junction transistor), 66–68
Blink program

components, 16–18
loading, 15–16

blink.ino file, 26
blocking functions, 250
Boolean variables, 34–35
bootloader, 6, 8
bouncy buttons, 32–35
braking state (H-bridge), 73
breadboards, 21

wiring
DC motors, 68–69
LCDs, 200–203

brushed DC (direct current) motors
controlling motor direction, 72–79
controlling motor speed, 70–72
high-current inductive loads, 65–70
overview, 65
schematic, 66

brushless DC (direct current) motors, 65

C
C (collector) pin, NPN BJT, 67
capacitors, decoupling, 83
cathodes, 22, 36
chars, 121–122
clients, 317, 321–322
clock line

I2C bus, 165, 169
SPI bus, 182, 183, 184–185

clock phase, 182–183
clock polarity, 182–183
collector (C) pin, NPN BJT, 67
comma-separated value files. See CSV 

(comma-separated value) files
comments, 16
communication protocols

I2C
communicating with temperature 

sensor, 167–173
controlling I2C devices, 167–168
hardware design, 164–167
hardware requirements, 167
history of, 164
ID numbers, 165–167
monitoring temperatures, 173–179
vs. SPI, 185

SPI
adjusting speaker volume, 193–197
communication scheme, 183, 184
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controlling LED brightness, 185–193
controlling SPI devices, 185
hardware configuration, 183–184
vs. I2C, 185
overview, 182–183

comparison (==) operator, 32
connecting to the Internet. See Internet 

connectivity
const operator, 25
constrain() function, 56, 58–59
constraining analog readings, 58–59
continuous rotation servos, 80
control pins, servos, 81
control_led_speaker.ino file, 322–325
Cooking Hacks MicroSD shield, 284–285, 

289–292, 300
cosine waves, 43
Cosm. See Xively
CSV (comma-separated value) files

formatting data with, 279
log.csv file, 289–291

csv_logger.ino file, 137–138
current-limiting resistors, 36
custom characters, adding to LCDs, 206–209

D
daisy chaining shift registers, 153
data line, I2C, 165, 169
data logging

CSV (comma-separated value) files, 279
entrance logger example, 305–311
real-time clock example, 297–305
SD cards

formatting, 279–284
reading from, 293–297
shields, 284–288
SPI interface, 288
writing to, 289–293

uses, 278
data type options, 119
datasheets

MCP4221 Digital Potentiometer, 186–189
TC74 temperature sensor, 166–167, 

169–171
reading, 343–347

DC (direct current) motors, 65, 80–86
controlling motor direction, 72–79
controlling motor speed, 70–72
high-current inductive loads, 65–70
as inductors, issues caused by, 67
schematic, 66
wiring, 69

debounce() function, 213–214
debounce.ino file, 33–34
debouncing

digital switches, 35–38
hardware-debounced button interrupt 

circuits, 262–269
multiple buttons, 213–214

debug LED, 5, 6
decimal data type, 119
decoupling capacitors, 83
definition files, 95–96
delay() function, 18, 214–215
DHCP (Dynamic Host Configuration 

Protocol), 316–317
reserving DHCP addresses, 328
retrieving IP addresses, 321

DigiPots, communicating with SPI bus, 
185–193

digital inputs, reading, 29–35
digital outputs

breadboards, 20–21, 23
programming, 24–25
wiring LEDs, 22

digital signals
vs. analog signals, 43
converting analog signals to, 43–45

digitalRead() command, 31–32
digitalWrite() command, 25, 33
diodes, protection diodes, 67
direct current motors. See DC motors
display_temp.pde file, 178
distance sensors, 50

entrance logger example, 305–311
sweeping sensors, building, 86–89

DNS (Domain Name System), 317
dynamic updating services, 328–329

doorbell/receiving_arduino,  
251–252

doorbell/transmitting_arduino, 
249–250

drivers, installing, 14–15
driving motors

direct current motors, 65–79
servo motors, 80–86

DS1307 real-time clock integrated circuit, 
298–305

dual axis gyroscopes, 51
duty cycle, 28–29
dynamic DNS updating services, 328–329
Dynamic Host Configuration Protocol. See 

DHCP
DynDNS, 329
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E
E (emitter) pin, NPN BJT, 67
echo.ino file, 121
echoing incoming data, 120–121
emitter (E) pin, NPN BJT, 67
entrance logger example, 305–311
entrance_logger.ino file, 308–310

F
fade.ino file, 27–28
firmware setup, 8
flash memory, and RAM limitations, 301
fonts, loading into Processing sketch, 

177–179
for loops, 25–27
forward state (H-bridge), 73
frequencies, mapping to note names, 

95–96
friendly URLs, 317
FTDI chip, 110–112
fun_with_sound.ino file, 273–275
functions, 17, 33. See also specific functions

G
general-purpose I/O pins. See pins
GET requests, 316
global IP (Internet Protocol) addresses, 

314–315, 328–329
global variables, 38
graphs

LED bar graphs
monitoring temperatures, 173–179
responding to inputs, 157–160

live graphs, 329
adding feed components, 336–339
building data feeds, 330–335

gyroscopes, dual axis, 51

H
H-bridges, 72–79
hardware interrupts, 258–259

Arduino capabilities, 261–262
building hardware-debounced button

interrupt circuit, 262–269
interrupt-driven sound machine, 

building, 272–275
tradeoffs with polling, 259–261

hbridge.ino file, 78–79
headers, LCDs, 200–201
hexadecimal data type, 119
hsv.jpg file, 132, 133

HTML (Hypertext Markup Language), 
316, 318–320

HttpClient libraries, installing, 331
hw_multitask.ino file, 268–269
Hypertext Markup Language (HTML) , 

316, 318–320
hysteresis, 265

I
I/O pins. See pins
I2C bus

combinining with shift registers, 173–179
communicating with temperature 

sensor, 167–173
communication scheme, 165–167
controlling I2C devices, 167–168
hardware design, 164–167
hardware requirements, 167
history of, 164
ID numbers, 165–167
monitoring temperatures, 173–179
vs. SPI bus, 185
Wire library, 169, 171

ICSP (in-circuit serial programmer) 
connectors, 5, 6, 8

inductors, DC motors as, 67
Industrial, Scientific, and Medical (ISM) 

band, 222
infrared distance sensors, 50

entrance logger, 305–311
sweeping sensors, 86–89

initializing LCDs (liquid crystal  
displays), 204

Internet connectivity
controlling the Arduino from the web, 

318–329
accessing via the network, 326–329
designing a simple web page, 318–320
setting up I/O control hardware, 318
writing a server sketch, 320–326

live graphs, creating, 329
adding feed components, 336–339
building data feeds, 330–335

overview, 314–318
Internet of things, 314. See also Internet 

connectivity
interrupts

hardware interrupts, 258–259
Arduino capabilities, 261–262
hardware-debounced button interrupt 

circuits, 262–269
tradeoffs with polling, 259–261
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interrupt-driven sound machine, 272–275
timer interrupts, 270–272

simultaneous task execution, 271–272
TimerOne library, downloading, 

270–271
ints, 121–122
IP (Internet Protocol) addresses, 314–315

determining manually, 328
global, 314–315, 328–329
reserved, 328
retrieving via DHCP, 321
static, 328–329

ipconfig command, 328
ISM (Industrial, Scientific, and Medical) 

band, 222

K
keyboards, emulating, 135–140

L
LCD_progress_bar.ino file, 207–209
LCD_text.ino file, 205
LCD_thermostat.ino file, 215–219
LCDs (liquid crystal displays)

cursor, moving, 204–206
custom characters, adding, 206–209
initializing, 204
personal thermostat, creating, 209–219

audible warning, adding, 214–215
complete program, 215–219
displaying data, 211–213
expanding, 219
fan, controlling, 214–215
hardware setup, 210
set point, adjusting, 213–214

setting up, 200–203
text, adding, 204–206

led.ino file, 25
led_button.ino file, 31
LED_speaker.ino file, 195–196
LEDs

associate, 226
bar graphs

monitoring temperatures, 173–179
reponding to inputs, 157–160

controlling
brightness, 185–193
with lists of values, 125–127
with single characters, 122–124

hardware-debounced button interrupt 
circuits, 262–269

pulse-width modulation, 27–29
RGB LED nightlight example, 35–39
RSSI, 226
sweeping distance sensor example, 

86–89
wiring, 22

libraries
HttpClient, 331
LiquidCrystal, 203–209
RTClib, 299–305
SD, 284
TimerOne, 270–272
Wire, 169, 171
Xively, 331

light animations, controlling with shift 
registers, 154–160

lightrider.ino file, 156
LilyPad Arduino, 11–12
linear regulators

5V supply, generating from 9V battery, 
82–84

Arduino power supply limits, 84
Linux, formatting SD cards, 282–283
liquid crystal displays. See LCDs
LiquidCrystal library, 203–209

adding custom characters to LCDs, 
206–209

adding text to LCDs, 204–206
list_control.ino file, 126–127
live graphs, creating, 329

adding feed components, 336–339
building data feeds, 330–335

local networks, accessing Arduino over, 
326–327

local variables, 38
lock_computer.ino file, 140
log.csv file, 289–291
logging data. See data logging
logical (&&) operator, 35
loop() function, 24, 37
LUFA firmware stack, 113
luminous flux per unit area, 43
lux, 43

M
MAC addresses, 316, 321, 325, 328, 332–333
Mac computers, formatting SD card, 

280–282
magnetometers, 50
map() function, 56–59
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mapping
analog readings, 56–59
frequencies to note names, 95–96

master devices
I2C bus, 164–166, 167–168
SPI bus, 183, 184–185

MCP4231 Digital Potentiometer, 185–193
datasheet, 186–189
setting up hardware, 189–190
writing software, 190–193

MCUs (microcontroller units)
Atmel, 6
secondary USB-capable, 112–114
single USB-capable, 114

Mega 2560 board, 6, 10, 14, 261
Mega ADK board, 11
micro piano, building, 102–105
microcontroller units. See MCUs
microcontroller datasheets, 343–347
motion sensors, 305–311
motor.ino file, 70
motor_pot.ino file, 71–72
mouse, emulating, 140–144
mouse.ino file, 142
multiline comments, 16
multiplexed pins, 109
multitasking, interrupts and, 260
music.ino file, 101

N
NAT (Network Address Translation), 315
newline character, 117–118
nightlight.ino file, 58
nonblocking code, 250
noTone() function, 95, 104, 214–215
NPN bipolar-junction transistors, 66–68

O
octal data type, 119
Ohm’s Law, 23–24, 31
open state (H-bridge), 73

P
parallel LCDs (liquid crystal displays)

cursor, moving, 204–206
custom characters, adding, 206–209
initializing, 204
personal thermostat, creating, 209–219
setting up, 200–203
text, adding, 204–206

pentatonic micro piano, 102–105

personal thermostat, creating, 209–219
audible warning, adding, 214–215
complete program, 215–219
displaying data, 211–213
fan, controlling, 214–215
functionality, expanding, 219
hardware setup, 210
set point, adjusting, 213–214

photoresistors, 54–59
piano.ino file, 104
pinMode() command, 25
pinMode() function, 17
pins, 7

ADC, 7
BJTs, 67
H-bridges, 74–75
as interrupts, 261–262
LCDs, 200–203
MCP4231 Digital Potentiometer, 186–189
multiplexed, 109
SD card shields, 284
servos, 80–84
shift registers. See shift registers
sweeping distance sensor, 87–88

point-to-multipoint communication, 
222–223

point-to-point communication,  
222–223, 230

polling inputs, vs. hardware interrupts, 
259–261

port forwarding, 327–329
POST requests, 316
pot.ino file, 47, 117
pot_tabular.ino file, 118
pot_to_processing/arduino_read_pot, 

240
pot_to_processing/processing_

display_color, 130, 242–243
potentiometers

DC motors, adjusting speed, 70–72, 76–79
reading, 45–49
serial printing, 116–118
servo controls, 85–86
SPI DigiPots

communicating with, 185–193
creating audio/visual display, 193–197

power equation, 23–24, 31
power supplies, 7

limits of, 84
precision actuators, 80–86
pressure waves, 92–93
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print() function, 115, 117, 119, 121,  
138, 279

printing to serial terminal, 115–119
println() function, 279, 290
Processing sketch

installing, 128
serial communication, 127–134
temperature monitoring system, 173–179

processing_control_RGB/list_control, 
243–244

processing_control_RGB/processing_

control_RGB, 133, 244–245
programming

digital outputs, 27–29
interfaces, 6–7

progress bars, animated, 206–209
protection diodes, 67
proximity sensors, Sharp, 50
pulldown resistors, 32–35
pull-up resistors, 30, 31, 165, 167
PWM (pulse-width modulation)

with analogWrite(), 27–29
DC motor speed, controlling, 70–72

Q
quantization, 44

R
RAM limitations, overcoming, 301
RC circuits, debouncing buttons, 263–265
read_temp.ino file, 171–172, 171–182
readButton() function, 143
reading

digital inputs, 29–35
potentiometers, 45–49
from SD cards, 293–297

readJoystick() function, 143
real-time clock example, 297–305
reference voltage, 44–45
register clock pin, 149
reserved IP (Internet Protocol) addresses, 

328
reset button, 5, 6
resistance, 23–24
resistive voltage dividers, 55–56
resistors

current-limiting, 36
pulldown, 32–35
pull-up, 30, 31, 165, 167

resolution, ADCs, 44–45

RGB LED nightlight
adding light sensors, 56–59
building, 38–42

rgb_nightlight.ino file, 37–39
routers, logging into, 327–328
RSSI LED, 226
RTC (real-time clock) chip, 299–305
RTC.adjust function, 299
RTC.isrunning() function, 304
RTC.now() command, 299
RTClib library, 299–305

S
Schmitt triggers, 265–266
SCL line, I2C, 165, 169
SD cards. See also data logging

formatting, 279–284
reading from, 293–297
shields, 284–288
SPI interface, 288
writing to, 289–293

SD library, 284
sd_read_write.ino file, 295–297
sd_read_write_rtc.ino file, 301–304
SDA line, I2C, 165, 169
secondary

integrated circuits, 110, 112–114
microcontrollers, 6, 112–114
power sources, DC motors, 68

sensors
distance sensors, 50

entrance logger, 305–311
sweeping, building, 86–89

dual axis gyroscopes, 51
temperature, 50–54, 167–173
triple axis accelerometers, 51

serial communication. See also USB 
communication

Arduino boards, 108–115
Arduino IDE serial monitor, 119–127
data type options, 119
printing to terminal, 115–119
Processing sketch, 127–134
vs. USB communication, 109–110

serial in, parallel out (SIPO) shift registers. 
See serial-to-parallel shift registers

serial monitor, 119–127
displaying data, 46–49

serial pass-through mode, XBee radios, 
223
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Serial Peripheral Interface bus. See SPI bus
serial terminal

printing to, 115–119
XBee radios, configuring, 235–236

serial-to-parallel shift registers, 147–148
74HC595 register, 148–151
converting between binary and decimal 

formats, 154
pin functions, 148–149
shifting serial data, 151–153
workings of, 149–151

server_form.html file, 319–320
servers, 317

server sketch, 320–326
servo.ino file, 85–86
servos (servo motors), 80–86

controlling with Arduino IDE, 85–86
timing diagram, 82
wiring, 80–84

setCursor() function, 204–206
setup() function, 16, 24
Sharp infrared distance sensor, 50
shields

Arduino Ethernet shield, 317–318, 321, 
332

SD card shields, 284–288
XBee radio shields, 224–228

shift registers, 146–147
74HC595 register, 148–151
combining with I2C communication, 

173–179
converting between binary and decimal 

formats, 154
daisy chaining, 153
light animations, controlling, 154–160
pin functions, 148–149
serial-to-parallel, 147–148
shifting serial data, 151–153
workings of, 149–151

shiftOut() function, 151–154
short circuits, with H-bridges, 73
single-line comments, 16
single_char_control.ino file, 124
SIPO (serial in, parallel out) shift registers. 

See serial-to-parallel shift registers
slave devices, 182

I2C bus, 164–166, 167–168, 172
SPI bus, 182, 183, 184–185

sounds
creating, 95–102

audio/visual display, 193–197
including definition files, 95–96
playing back songs, 99–102
wiring speakers, 96–99

interrupt-driven sound machine, 272–275
pentatonic micro piano, 102–105
production process, 94
properties, 92–94

SparkFun MicroSD shield, 288
SparkFun Pro Mini Arduino board, 12
SparkFun XBee USB Explorer, 228–230
speakers

sound properties, 92–94
sound-production process, 94
wiring, 96–99

special characters
adding to LCDs, 206–209
printing to terminal, 117–118

SPI bus
communicating with DigiPot

adjusting speaker volume, 193–197
controlling LED brightness, 185–193

communication scheme, 183, 184
hardware configuration, 183–184
vs. I2C bus, 185
overview, 182–183
SD card SPI interface, 288

SPI_led.ino file, 192–193
square waves, 43
standard servos, 80
static IP (Internet Protocol) addresses, 

328–329
strong pulldowns, 30
SudoGlove, 103, 132
sweep.ino file, 88–89
sweeping distance sensor, 86–89
switches

bouncing, 32
transistors as, 66–67

T
tab character, 117–118
TC74 temperature sensor, 166, 169–171, 174
temp_unit.ino file, 175–176
tempalert.ino file, 53–54
temperature monitoring system, 173–179

building hardware, 173–174
modifying embedded program, 174–176
writing Processing sketch, 177–179

temperature sensors, 50–54, 167–173
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terminal
printing to, 115–119
XBee radios, configuring, 235–236

text, adding to LCDs, 204–206
thermostat, creating, 209–219

audible warning, adding, 214–215
complete program, 215–219
displaying data, 211–213
fan, controlling, 214–215
functionality, expanding, 219
hardware setup, 210
set point, adjusting, 213–214

third-party boards, 12
timer interrupts, 270

downloading TimerOne library, 270–271
executing tasks simultaneously, 271–272
interrupt-driven sound machine, 

building, 272–275
timer1.ino file, 271
TimerOne Library, 270–272
TMP36 temperature sensor, 50–51, 52–54
tone() function, 95–102, 214–215, 273–275
transistors

NPN bipolar-junction transistors, 66–68
as switches, 66–67

triple axis accelerometers, 51
two-wire protocol, 164. See also I2C bus

U
USB adapters, configuring XBee radios, 

228–230
USB communication. See also serial 

communication
Arduino boards, 108–115
ATMega MCU converters, 112–114
FTDI converters, 110–112
vs. serial communication, 109–110
single USB-capable MCUs, 112–114
USB-host capabilities, 114–115

V
variable voltage resistors

photoresistors, 54–59
potentiometers, 45–50

volatile variables, 268
voltage

dividers
potentiometers, reading, 45–50
resistive, 55–56

reference voltage, 44–45
regulators, 7

W
weak pulldowns, 30, 32
web pages, designing, 318–320
Wire library, 169, 171
Wire.available() command, 172
Wire.beginTransmission() command, 172
Wire.endTransmission() command, 172
Wire.read() command, 172
Wire.requestFrom() command, 172
Wire.write() command, 172
wireless communication. See XBee radios
wireless doorbell, 246–252

receiver hardware, 248–249
receiver software, 250–252
system design, 246–247
transmitter hardware, 247–248
transmitter software, 249–250

wiring
DC motors, 68–69
LCDs, 200–203
LEDs, 22
speakers, 96–99

write_to_sd.ino file, 290–292
writing to SD cards, 289–293

X
X-CTU, configuring XBee radios, 231–235
XBee radios

configuring, 228–236
settings, 230–231
via shields, 228–230
with a serial terminal, 235–236
via USB adapters, 228–230
with X-CTU, 231–235

overview, 222–224
Pro vs. non-Pro versions, 224
remote Arduinos, 236–246

controlling processing, 239–243
controlling RGB LEDs, 243–246
powering, 236–239

shields, 224–228
wireless doorbell, building, 246–252

Xively, sending data to, 329
adding feed components, 336–339
building data feeds, 330–335

xively.ino file, 334–335
xively2.ino file, 337–338

Z
ZigBee standard, 223

           ~StormRG~


